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Publication Policy

Kafeet-almezan Journal focuses on contributions of rigorous
research, studies, comments on judicial rulings, summaries
of master's theses and doctoral dissertations, scientific
reports on conferences, and book reviews in both Arabic
and English. The journal invites you to interact with it and
enrich the published issues according to its publication

:policy, as follows

KAFEET ALMEZAN Journal is a peer-reviewed .1
monthly journal published by Hatrick Publishing and

.Distribution company in Erbil, Iraq

The journal specializes in publishing research in the .2
fields of social sciences (legal, political, and
economic), presenting master's theses, doctoral
dissertations, comments on judicial rules, scientific
reports on conferences, and reviews of new books in

.both Arabic and English languages

The journal reserves all rights of publication and .3
printing. All opinions expressed in the research or

scientific material are solely those of the authors,
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and the journal is not responsible for them, based on
the principle of independence of opinion, the journal
is committed to preserving the intellectual property

rights of authors.

The journal is not obliged to return the original .4
research, comments on judicial rules, book
summaries, master's theses, or doctoral
dissertations, whether published or not, with all costs

.deducted in case of non—publication

Priority for publication is based on the order of .5
receiving research acceptance. In case the
researcher wishes to expedite publication, an
additional fee is applied on the final publication costs
of the research, as available on the journal's

.website

The scientific material intended for publication in the .6
journal should not have been previously published in
any magazine, periodical, or scientific conference, as

per a commitment provided by the researcher.
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Otherwise, the researcher bears full legal and

.financial responsibility

The researcher should not submit their research or
scientific material to any other entity for the purpose
of publication until they receive a decision on
whether the journal accepts their research or
scientific material for publication within two months
from the date of the journal's receipt of the research
or scientific material. Otherwise, the journal reserves

.all legal, financial, and administrative rights

The researcher must adhere to the conditions and
style of publication approved by the journal and
available on the journal's website. Otherwise, the
journal is not responsible for any delay in accepting

.or publishing the research or scientific material

The researcher must observe scientific integrity in
scientific research and academic study, including
research ethics and the codes of the Committee on
Publication Ethics. This includes proper citation of

references, sources, legal texts, and scientific texts,
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as well as ensuring objectivity and methodology in
writing. Otherwise, the researcher is fully responsible
for any violations or deviations from these ethics, in
accordance with national or international laws and

.regulations

All scientific research intended for publication .10
in the journal is subject to plagiarism checking
(Turnitin) to ensure that the research is not partially
or entirely plagiarized. Otherwise, the researcher is
fully responsible for any legal, financial, and

.administrative liability

The scientific material published by the journal 11
is subjected to transparent peer review and
specialized scientific review, in addition to linguistic
review (in Arabic and English). The journal has the
right to approve or reject publication based on the
preliminary opinions of the journal's editorial board or

.specialized reviewers

Each researcher is granted a hard copy of the 12

issue in which their research is published, as well as
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a copy of their research. The journal does not cover

.the costs of sending the hard copy to the researcher

The journal operates according to the Open 13

.Access publication model

The journal is committed to providing the .14
researcher with the acceptance of publication upon
completing all the requirements, specifying the
volume, issue, and year of publication, except for
research extracted from master's theses and doctoral

dissertations."
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Ways to Combat Cybersecurity Crimes
Sarah sabah falih al —rawe

Abstract:

Cyberspace 1s a digital environment reliant on information
technology, dealing with elements of informational networks
and data processing at an extraordinary speed. Cyber power
can be wused to launch cyberattacks against -critical
infrastructure, whether civilian or military. Cyberwarfare
represents a modern means and method of armed conflict,
embodied in cyber operations whose effects mirror those of
traditional armed conflicts or accompany hostile actions
within the context of armed conflicts. A notable example is
the recent cyberattack in Lebanon, which involved disabling
paging devices ("pagers") in accordance with the objectives
of international humanitarian law.

Cyberwarfare is intrinsically linked to the nature of
cybersecurity, which aims to protect information and
electronic systems from various cyber threats. This protection
includes implementing a set of measures and techniques to
prevent such threats and manage them when they occur,
involving international system actors in today’s world—not
only states and international organizations but also non-state
actors. Thus, examining the extent to which domestic laws
and international humanitarian law principles can be applied
to cyberwarfare becomes essential.

The increasing reliance of states on cyberattacks in their
conflicts has subjected the rules of international humanitarian
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law to a real and complex test. This challenge revolves
around whether these long-established international rules,
codified decades ago, can apply to cyberattacks, which have
emerged within the past decade.

The difficulty of applying international rules to cyberattacks
and subjecting them to the authority of these principles
intersects with another issue: the lack of clarity surrounding
the concept of direct participation in hostilities under
international humanitarian law. The involvement of a
significant number of individuals—both combatants and
civilians—in modern hostilities has blurred the boundaries of
the concept of direct participation to the extent that it has
become difficult to clearly distinguish between direct and
indirect participants in such operations.

The convergence of cyberattacks with direct participation has
exacerbated and complicated the challenges related to the
application of international humanitarian rules. This is
particularly true when direct participants in cyberattacks
belong to the category of civilians. In such cases,
international humanitarian rules protecting civilians overlap
with those related to combatants who directly engage in
hostilities, along with the principles concerning their
targeting.

Direct participation in this context represents the core
challenge to the proper application of international
humanitarian law and its principles.:
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